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Abstract 
The current report provides a list of the available information sources with documents focusing on the 
protection of the so-called soft targets against terrorist attacks. The list aims at bringing to the interested 
security stakeholders information on measures to prevent potential attacks and/or mitigate their consequences. 
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Executive summary 
The current document provides a list of the available information sources focusing on the 
protection of soft targets against terrorist and other types of malicious extremist attacks. 
The list aims at bringing to the interested security stakeholder existing documents with 
information and practical guidance on measures to prevent a potential attack and to 
mitigate the consequences, should such an attack materializes. 
The collected documents do not address critical infrastructure, but they mainly focus on 
the so-called soft targets, the term being used to represent vulnerable material or human 
assets, which in principle should not be specifically protected. However, such targets are 
often selected by terrorists in their effort to maximize casualties, inflict fear to the 
population and attain media coverage. The documents are grouped according to the 
following broad domains relating to soft targets: public places, education/religious/health 
installations, transport, building facades, urban resilience, security planning & risk 
management, policy/regulation/finance, people involvement, and drones.  
The referenced information sources originate from various countries and bodies, such as 
UK, France, Sweden, Czech Republic, USA, Australia etc. The list is quite comprehensive 
but it is limited to the publicly available documents and practically to those found in English 
and French. 
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1 Introduction 
 
The worldwide rise of terrorism has been accompanied by a series of attacks against targets 
that were characterized by limited protection measures. A tendency has appeared for 
assaults at unprotected places of people congregation, irrespective of the gathering 
purpose (recreational, political, religious, commercial etc.). The recent terrorist attacks in 
Paris, Brussels and Barcelona in 2015, 2016 and 2017, respectively, led into the realization 
that areas with high people concentration (metro and train stations, airports, means of 
mass transportation, stadiums, concert venues, shopping malls, pedestrian areas etc.) are 
becoming potential bombing and/or armed assault targets of terrorist groups. Fig. 1 shows 
the number of attacks and the number of victims from soft target attacks that were 
performed in Europe* in the last four years (numbers from internal calculations). The graph 
shows that there exists a recurrent targeting of crowded places and that over the last years 
this has resulted in a significant increase in the death toll. 
*excluding Ukraine, Moldavia, Belarus, Turkey and Russia 
 
Figure 1. Number of victims in soft target attacks in the last four years in Europe 
 
The term “soft targets” is typically adopted to indicate vulnerable places that may be 
selected by terrorists in their effort to maximize casualties, thus inflicting fear to the 
population and attaining media coverage. The methodology of the attackers has shifted 
during the last years by placing the citizens as their main target instead of hardened 
structures, which would require better planning, larger support and funds, and where the 
chances of success could be lower. In response to this threat, considerable attention has 
been drawn by many countries to methods and techniques for enhancing the security of 
soft targets and providing protection to places that would otherwise remain fully 
unprotected. This has resulted in a considerable number of guidance and best practice 
documents, which, by not being in the form of official standards, may not always be known 
to all security officers, premise owners, building designers or other interested 
professionals.  
Introducing effective protection measures for safeguarding soft targets can prove a 
challenging task. The characteristics of soft targets vary greatly depending on their 
category and can range from public spaces with no protection to areas and/or structures 
where some basic degree of protection has been introduced. Standardized solutions may 
not exist or may not be sufficient due to the uncertain and ever changing nature of the 
hazard. As a result, protection guidance or best practice techniques are urgently needed. 
The European Commission has recently presented an Action Plan that aims at supporting 
Member States in protecting and reducing the vulnerability of public spaces 
[COM(2017)612]. As declared in this communication, technical solutions need to be sought 
3 
that can help to make public spaces more secure while at the same time preserving their 
open and public nature. Moreover, it is highlighted that “security by design” concept need 
to be integrated from an early stage in their development.  
An effort has been made in the current document to provide a list of the available 
information sources focusing on the protection of the so-called soft targets against terrorist 
and other types of malicious extremist attacks. These documents aim at bringing to the 
interested security stakeholder information on measures to prevent potential attacks and 
mitigate their consequences, should such attacks materialize. The list of such documents 
included in the present report can serve as a tool for the soft target definition and for 
establishing techniques that could be adopted for enhancing the security of specific sites. 
The referenced information sources originate from a wide variety of countries and bodies 
(UK, France, Sweden, Czech Republic, USA, Australia etc.). The majority of the documents 
are recent and their categorization is based on the soft target type, i.e. public places, 
education/religious/health installations, transportation, building facades, urban resilience, 
security planning & risk management, policy/regulation/finance, people involvement, and 
drones. As will be noted, in the European Union the listed guidelines originate mainly from 
the UK and France, while similar documents were not found publicly available in the other 
member states. 
The documents are of public domain and most of them freely downloadable from the 
indicated web sites.  
Towards enriching this list, the authors would be grateful to receive any additional 
information regarding missing or newly-produced documents on the subject. 
4 
2 Availability of information sources 
The following tables contain the guidance documents available from the various information 
sources regarding soft target protection. A short description and keywords of each 
document are included. The identified sources originate from several countries and the 
documents found, at the first phase of this search, are predominantly written in the English, 
French, or German languages. As a result, in the EU relevant guidance has been found in 
reports, the majority of which has been produced in the UK and France. As mentioned 
above, it would be highly appreciated if informed readers point out to the authors the 
existence of similar documents in other languages.  
The first table below graphically summarises the current state of guidance availability and 
completeness of coverage per soft target category. 
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*Publicly available in EU working languages 
** USA, Canada, Australia, India 
Good coverage/availability 
Partial coverage/availability 
No coverage/availability 
 
 
 
France UK
Rest EU member 
states
International**
Public spaces
Education/Religion/Health
Transport
Facades
Urban resilience
Security Planning/Risk assessment
Policy/Regulation/Finance
People involvement
Drones
Documentation availability on soft targets*
Action Guidance
France UK
Rest EU member 
states
International**
Public spaces
Education/Religion/Health
Transport
Facades
Urban resilience
Security Planning/Risk assessment
Policy/Regulation/Finance
People involvement
Drones
Design recommendations/Planning checklists
France UK
Rest EU member 
states
International**
Public spaces
Education/Religion/Health
Transport
Facades
Urban resilience
Security Planning/Risk assessment
Policy/Regulation/Finance
People involvement
Drones
Analysis options
6 
3 Soft Target Protection Information Sources 
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18 
4 Conclusions 
In the current document, sources of guidelines and other informative material concerning 
the protection of soft targets against terrorist attacks have been collected and presented. 
The illustrated informative sources cover a wide range of vulnerable places that may 
become the target of malicious attacks. The list included herein, is divided in categories 
based on the soft target type and contains practical guidance originating from a variety of 
countries. As noted, in the European Union detailed documentation on security upgrade 
options for specific soft targets (facades, education/religious facilities, drones) is rather 
limited. It is considered that special care should also be paid to the citizen involvement in 
the event of terrorist attacks. The future guides to be produced should aim at providing 
advice to the security stakeholders for reducing the risk of an attack and introducing proper 
measures for mitigating the damage and other consequences, should such an incident 
occurs. 
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